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2 How to use it:



CHAPTER 1

Contents

1.1 Create your local cluster of docker-machine

This script will create x nodes docker-machine named node.1 to name-n, the purpose of this script is for local debug
or tests, you can after access to these by:

’dockerfmachine ssh node.n

Required:

install Docker-machine:
https://docs.docker.com/machine/install-machine/

Run:

./utils2devops/bin/docker-machine-cluster.sh

started. ..

usage:
docker-machine-cluster [-h | —-help] To get this help
docker-machine-cluster [-c | —-create x] [-m | —-—mask y]

Where x is the number of node to create/add.

Where y is the mask of the node: example: node- or server-, default is node.
docker-machine-cluster [-d | ——-destroy x] [-m | —--mask y]

Where x is the number of node to destroy.

Where y is the mask of the node: example: node. or server., default is node.

Create a cluster of 4 node:

’./utildeevops/bin/docker—machine—cluster.sh -m node. -c 5

Destroy it:

’./utildeevopS/bin/dockerfmachinefcluster.sh -m node. -d 5
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1.2 Create a Docker Swarm on nodes docker-machine

This script will create a swarm on nodes docker-machine named node.1 to name-n, the purpose of this script is for
local debug or tests, you can after access to these by:

’dockerfmachine ssh node.n

Required:

install Docker Swarm:
https://docs.docker.com/engine/swarm/

Run:
./utils2devops/bin/swarm.sh
started. ..
usage:

swarm [-h | —--help] To get this help

If the docker-swarm don't exist it will be created

swarm —-c|-—-create [-m|-—-count_manager x -w|-—count_worker y] To create node to a

—»swarm

Where x is the number of manager node to create/add in the swarm.

Where y is the number of worker node to create/add in the swarm.
swarm -r|-—-remove x] To destroy a swarm

Where x is the number of node in the swarm..

Create a docker swarm of 3 manager and 2 worker:

’./utildeevops/bin/swarm.sh -¢c -m 3 -w 2

Destroy it:

’./utildeevops/bin/swarm.sh -r 5

1.3 Create your local cluster of machine

This playbook will create x nodes machine named namel to nameN:: the purpose of this script is for local debug or
tests, you can after access to these by:

’vagrant ssh nodeN

Required:

install Vagrant:
https://www.vagrantup.com/docs/installation/

Setup:

cd vagrant
your-favorite-editor vagrant.yml

Run:

vagrant up

4 Chapter 1. Contents
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Destroy it:

’vagrant destroy —f

1.4 Add local nodes in docker-machine (DEPRECATED in version >=
0.2)

This script will create a swarm on nodes machine named nodel to nameN, the purpose of this script is for local debug
or tests, you can after access to these by:

’dockerfmachine ssh nodeN

Required:

install Docker machine:
https://docs.docker.com/engine/swarm/

Run:

WORK IN PROGRESS

docker-machine create \
——driver generic \
—-—generic-ssh-user "ubuntu" \
-—generic-ip-address=35.170.64.155 \
-—generic-ssh-key ~/.ssh/terraform_key \
nodel

1.5 Swarm Stack local-with-out-proxy

Before using these make sure you had clone the repository by:

’qit submodule update —--init --recursive
Now let’s go..
(*) All Open Sources
Services Software
GUI Control Portainer

Central Monitoring | Promotheus + Grafana
Central Logging Elastic ELK

Layer 7 Proxy

Storage Local File System
Networking Docker Swarm Overlay
Orchestration Docker Swarm
Runtime Docker CE

Machine and OS Vagrant + VirtualBox

You have 3 way to deploy it:

1.4. Add local nodes in docker-machine (DEPRECATED in version >= 0.2) 5


https://www.portainer.io/installation/
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— The fast way by launch the ansible workbook, but that use docker-machine how is_
—~DEPRECATED:

ansible-playbook —-i ansible/swarm/local-inventory ansible/swarm/
—SwarmStackBaseDM.yml
# NOTE: that will take around 5 minutes

— The second fastest way (without docker-machine):

cd vagrant

vagrant up

# python ../ansible/swarm/inventories/hf_vagrant.py --1list

cd ../ansible

ansible-playbook —-i vagrant/.vagrant/provisioners/ansible/inventory/vagrant_
—ansible_inventory ansible/swarm/SwarmStackBase.yml

# NOTE: that will take around 5 minutes

— Or the long way but where you can learn every step

1.5.1 Deployment step by step

1/ Create the Machines:
1.1/ With docker-machine (DEPRECATED):

./utils2devops/bin/docker-machine-cluster.sh -c 5

You can go to see the doc of this tools here Create your local cluster of docker-machine

1.2/ With Vagrant:

cd vagrant; vagrant up

You can go to see the doc of this tools here ref-create-vagrant
Here we will create a swarm with 5 machines

2/ Enable monitoring (optional) (DEPRECATED):
2.1/ With docker-machine (DEPRECATED):

./utils2devops/bin/enable-monitoring.sh -p ./utils2devops/docker/ -n 5

2.2/ With Ansible, we just install Docker:

cd ../ansible
ansible-playbook —-i ../vagrant/.vagrant/provisioners/ansible/inventory/vagrant_
—ansible_inventory ../ansible/base-provision-docker.yml

3/ Create the Docker Swarm:: | You can go to see the doc of this tools here Add local nodes in docker-machine
(DEPRECATED in version >= 0.2) | Here we will create a swarm with 3 manager and 2 worker

6 Chapter 1. Contents




Utils2DevOps Documentation, Release 0.1.5

3.1/ With docker-machine (DEPRECATED):

./utils2devops/bin/swarm.sh -¢ -m 3 -w 2

3.2/ With Ansible:

ansible-playbook —i ../vagrant/.vagrant/provisioners/ansible/inventory/vagrant_
—ansible_inventory ../ansible/base-provision-docker-swarm.yml

4/ With docker-machine (DEPRECATED), Launch docker command in the Master:

eval "$ (docker—-machine env node-1)"

5/ Deploy Ops Stacks Graphics UI (optional):
5.1/ With docker-machine (DEPRECATED):

export PORTAINER_HOST=portainer.example.com
docker stack deploy -c ./utils2devops/docker/local-with-out-proxy/portainer.yml
—portainer

5.2/ With Ansible:

#TODO: https://stackoverflow.com/questions/39925167/using-ansible-docker—-service—
—module-to-deploy-service-to-swarm

ansible-playbook -1 ../vagrant/.vagrant/provisioners/ansible/inventory/vagrant_
—ansible_inventory ../ansible/base-provision-docker-swarm.yml

After these steps we will have a Portainer at:

Portainer at:
http://<ip-node-1>:9000/#/init/admin
http://<ip-node-1>:9000/#/dashboard
http://<ip-node-1>:9000/#/containers
http://<ip-node-1>:9000/#/swarm/visualizer

and so many other... have a look here https://www.portainer.io/overview/

6/ Deploy Ops Stacks:
6.1/ With docker-machine (DEPRECATED):

docker stack deploy -c ./submodules/swarmprom/docker-compose.yml prom
docker stack deploy -c ./utils2devops/docker/local-with-out-proxy/elk.yml elk

6.2/ With Ansible:

#TODO

ansible-playbook -i ../vagrant/.vagrant/provisioners/ansible/inventory/vagrant_
—ansible_inventory ../ansible/base-provision-docker-swarm.yml

After these steps we will have

Grafana login at:
https://<ip-node-1>/login

Grafana Swarm nodes at:
https://<ip-node-1>:3000/d/BP1lb-Sgik/docker-swarm-nodes?refresh=30s&orgIld=1

Grafana Swarm Services at:
https://<ip-node-1>:3000/d/zr_baSRmk/docker-swarm-services?refresh=30s&orgld=1

(continues on next page)

1.5. Swarm Stack local-with-out-proxy 7
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(continued from previous page)

Promotheus Stat at:
http://<ip-node-1>:3000/d/mGFfYSRiz/prometheus-2-0-stats?refresh=1m&orgIld=1
Promotheus Query at::
https://<ip-node-1>::9090/graph
Alert manager at:
https://<ip-node-1>:9093/#/alerts
Alert Dashboard at:
https://<ip-node-1>:9094/2g=
Elasticsearch at:
http://elasticsearch.example.com/
kibana at:
http://kibana.example.com/app/kibana#/home?_g= ()
and much more have a look at https://github.com/stefanprodan/swarmprom

7/ Now it’s ready to deploy your apps and test them:
7.1/ With docker-machine (DEPRECATED):

docker stack deploy my_company/my_services my_service

7.2/ With Ansible:

#TODO

ansible-playbook -1 ../vagrant/.vagrant/provisioners/ansible/inventory/vagrant_
—ansible_inventory ../ansible/base-provision-docker-swarm.yml

8/ When you have finish to use it, Destroy it by:
8.1/ With docker-machine (DEPRECATED):

./utils2devops/bin/docker-machine-cluster.sh -d 5

8.2/ With Vagrant:

cd ../vagrant
vagrant destroy —f

1.6 Swarm Stack local-proxy-prom-elk

Before using these make sure you had clone the repository by:

’git submodule update —-init —-recursive

That example of local deployment is nearly the same to the previews one except we will add the reverse proxy Traefik
to permit to us to have many more service even if they need the same port! | Even if in surface that look like same, the
deployment file are all modified! | Now let’s go..

(*) All Open Sources

8 Chapter 1. Contents



Utils2DevOps Documentation, Release 0.1.5

Services Software

GUI Control Portainer

Central Monitoring | Promotheus + Grafana
Central Logging Elastic ELK

Layer 7 Proxy Traefik

Storage Local File System
Networking Docker Swarm Overlay
Orchestration Docker Swarm
Runtime Docker CE

Machine and OS Docker Machine + VirtualBox

You have 2 way to deploy it:

— The fast way by launch the ansible workbook, just type:

ansible-playbook -i ansible/swarm/local-inventory ansible/swarm/local-proxy-prom-
—elk.yml
# NOTE: that will take around 5 minutes

- Or the long way but where you can learn every step

1.6.1 Deployment step by step

1/ Create the Machine:

./utils2devops/bin/docker-machine-cluster.sh —-c 5

You can go to see the doc of this tools here Create your local cluster of docker-machine
Here we will create a swarm with 3 machines

2/ Enable monitoring (optional):

’./utils2devops/bin/enablefmonitoring.sh -p ./utils2devops/docker/ -n 5

3/ Create the Docker Swarm:

’./utils2devops/bin/swarm.sh -¢ m 3 -w 2

You can go to see the doc of this tools here Add local nodes in docker-machine (DEPRECATED in version >= 0.2)
Here we will create a swarm with 3 manager and 2 worker

4/ To launch docker command in the Master with ssh it:

eval "$ (docker—-machine env node-1)"

5/ Deploy Traefik:

1.6. Swarm Stack local-proxy-prom-elk 9
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export TRAEFIK_HOST=traefik.yourdomain

default value: traefik.example.com

export TRAEFIK_PUBLIC_TAG=my-traefik-public

default value: traefik-public

docker stack deploy -c ./utils2devops/docker/local-with-prom-elk/traefik.yml traefik

After this step we will have a proxy Dashboard at:

http://traefik.example.com:8080/dashboard/

7/ Deploy Ops Stacks Graphics Ul (optional):

export PORTAINER_HOST=portainer.yourdomain

default value: portainer.example.com

docker stack deploy -c ./utils2devops/docker/local-with-prom-elk/portainer.yml
—portainer

After these steps we will have:

Portainer at:
http://portainer.example.com/#/init/admin
http://portainer.example.com/ #/dashboard
http://portainer.example.com/#/containers
http://portainer.example.com/ #/swarm/visualizer

and so many other... have a look here https://www.portainer.io/overview/

8/ Deploy Ops Stacks:

export ADMIN_USER=admin

default value: admin

export ADMIN_PASSWORD=adminadmin

default value: adminadmin

export HASHED_PASSWORD=$ (openssl passwd —aprl -salt pepper S$ADMIN_PASSWORD)

You can check the contents with:

echo $HASHED_PASSWORD

it will look like:

’ $aprl$TsgS2JR3$0GGONFZsULIVAKnO3MAy jh.

Create and export an environment variable DOMAIN, e.g.::

export DOMAIN=example.com

and make sure that the following sub-domains point to your Docker Swarm cluster IPs:

grafana.example.com
alertmanager.example.com
unsee.example.com
prometheus.example.com

Note: You can also use a subdomain, like swarmprom.example.com. Just make sure that the subdomains point to (at
least one of) your cluster IPs. Or set up a wildcard subdomain (*).

Set and export an environment variable with the tag used by Traefik public to filter services (by default, it’s traefik-
public):

10 Chapter 1. Contents
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export TRAEFIK_PUBLIC_TAG=traefik-public

If you are using Slack and want to integrate it, set the following environment variables:

export SLACK_URL=https://hooks.slack.com/services/TOKEN
default value: https://hooks.slack.com/services/TOKEN
export SLACK_CHANNEL=utils2devops-tests

default value: general

export SLACK_USER=alertmanager

default value: alertmanager

Then we continue to deploy with swarmprom:

docker stack deploy -c ./utils2devops/docker/local-with-prom-elk/swarmprom.yml prom

After these steps we will have

Grafana login at:
https://grafana.example.com/login
Grafana Swarm nodes at:
https://grafana.example.com/d/BP1lb-Sgik/docker-swarm—-nodes?refresh=30s&orgId=1
Grafana Swarm Services at:
https://grafana.example.com/d/zr_baSRmk/docker-swarm-services?refresh=30s&orgId=1
Promotheus Stat at:
http://grafana.example.com/d/mGFfYSRiz/prometheus-2-0-stats?refresh=1lm&orgIld=1
Promotheus Query at::
https://prometheus.example.com/graph
Alert manager at:
https://alertmanager.example.com/#/alerts
Alert Dashboard at:
https://unsee.example.com/?g=

In promotheus try:

sum(irate (container_cpu_usage_seconds_total{image!=""}[1m])) without (cpu)
container_memory_usage_bytes{image!=""}

sum(rate (container_network_transmit_bytes_total{image!=""}[1m])) without (interface)
sum(rate (container_fs_reads_bytes_total{image!=""}[1m])) without (device)

sum(rate (container_fs_writes_bytes_total{image!=""}[1m])) without (device)

Then we finish to deploy with elk:

export ELASTICSEARCH_USER=admin

default value: admin

export ELASTICSEARCH_PASSWORD=adminadmin

default value: admin

export ELASTICSEARCH_HASHED_PASSWORD=$ (openssl passwd —aprl -salt pepper
—SELASTICSEARCH_PASSWORD)

export KIBANA_USER=admin

default value: admin

export KIBANA_PASSWORD=adminadmin

default value: admin

export KIBANA_HASHED_PASSWORD=$ (openssl passwd —aprl S$SKIBANA_PASSWORD)
docker stack deploy —-c ./utils2devops/docker/local-with-prom-elk/elk.yml elk

After these steps we will have:

1.6. Swarm Stack local-proxy-prom-elk 11
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Elasticsearch at:
http://elasticsearch.example.com/
kibana at:
http://kibana.example.com/app/kibana#/home? g=()
and much more have a look at https://github.com/stefanprodan/swarmprom

Note: | To use elasticsearch you will have to increase the max virtual memory or you will get: | WARN: max virtual
memory areas vm.max_map_count [65530] is too low, increase to at least [262144] | It can be fixed by running on
the node: | sysctl -w vm.max_map_count=262144 in terminal (Linux/Ubuntu). | Or permanently by create a file name
60-elasticsearch.conf and place it in /etc/sysctl.d/ with the following content: | vm.max_map_count=262144

Now it’s ready to deploy your apps and test them:

’docker stack deploy my_company/my_services my_service ‘

When you have finish to use it, Destroy it by:

’./utildeevops/bin/docker—machine—cluster.sh -d 5 ‘

1.7 Swarm Stack local-proxy-prom-lcinga2

Before using these make sure you had clone the repository by:

’git submodule update —--init —--recursive

That example of local deployment is nearly the same to the previews one except we will replace ELK by Icinga2 +
plugin logs! | Now let’s go..

(*) All Open Sources

Services Software

GUI Control Portainer

Central Monitoring | Promotheus + Grafana
Central Logging Icinga2

Layer 7 Proxy Traefik

Storage Local File System
Networking Docker Swarm Overlay
Orchestration Docker Swarm
Runtime Docker CE

Machine and OS Docker Machine + VirtualBox

You have 2 way to deploy it:

— The fast way by launch the ansible workbook, just type:

ansible-playbook —-i ansible/swarm/local-inventory ansible/swarm/local-proxy-prom-
—~icingaz.yml
# NOTE: that will take around 5 minutes

— Or the long way but where you can learn every step

12 Chapter 1. Contents
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1.7.1 Deployment step by step

1/ Create the Machine:

./utils2devops/bin/docker-machine-cluster.sh -c 5

You can go to see the doc of this tools here Create your local cluster of docker-machine
Here we will create a swarm with 3 machines

2/ Enable monitoring (optional):

’./utildeevops/bin/enablefmonitoring.sh -p ./utils2devops/docker/ -n 5

3/ Create the Docker Swarm:

’./utildeevops/bin/swarm.sh -c¢c m 3 -w 2

You can go to see the doc of this tools here Add local nodes in docker-machine (DEPRECATED in version >= 0.2)
Here we will create a swarm with 3 manager and 2 worker

4/ To launch docker command in the Master with ssh it:

eval "$ (docker—-machine env node-1)"

5/ Deploy Traefik:

export TRAEFIK_HOST=traefik.yourdomain

default value: traefik.example.com

export TRAEFIK_PUBLIC_TAG=my-traefik-public

default value: traefik-public

docker stack deploy -c ./utils2devops/docker/local-proxy-prom-icinga2/traefik.yml
—traefik

After this step we will have a proxy Dashboard at:

http://traefik.example.com:8080/dashboard/

7/ Deploy Ops Stacks Graphics Ul (optional):

export PORTAINER_HOST=portainer.yourdomain

default value: portainer.example.com

docker stack deploy -c ./utils2devops/docker/local-with-prom-elk/portainer.yml
—portainer

After these steps we will have:

Portainer at:
http://portainer.example.com/#/init/admin
http://portainer.example.com/ #/dashboard
http://portainer.example.com/#/containers
http://portainer.example.com/#/swarm/visualizer

and so many other... have a look here https://www.portainer.io/overview/

1.7. Swarm Stack local-proxy-prom-icinga2 13
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8/ Deploy Ops Stacks:

export ADMIN_USER=admin

default value: admin

export ADMIN_PASSWORD=adminadmin

default value: adminadmin

export HASHED_PASSWORD=$ (openssl passwd —aprl -salt pepper S$ADMIN_PASSWORD)

You can check the contents with:

’ echo $HASHED_PASSWORD

it will look like:

’ $aprl$TsqS2JR3$0GGONFZsU1VAKn03MAy jh.

Create and export an environment variable DOMAIN, e.g.::

export DOMAIN=example.com

and make sure that the following sub-domains point to your Docker Swarm cluster IPs:

grafana.example.com
alertmanager.example.com
unsee.example.com
prometheus.example.com

Note: You can also use a subdomain, like swarmprom.example.com. Just make sure that the subdomains point to (at
least one of) your cluster IPs. Or set up a wildcard subdomain (*).

Set and export an environment variable with the tag used by Traefik public to filter services (by default, it’s traefik-
public):

export TRAEFIK_PUBLIC_TAG=traefik-public

If you are using Slack and want to integrate it, set the following environment variables:

export SLACK_URL=https://hooks.slack.com/services/TOKEN
default value: https://hooks.slack.com/services/TOKEN
export SLACK_CHANNEL=utils2devops-tests

default value: general

export SLACK_USER=alertmanager

default value: alertmanager

Then we continue to deploy with swarmprom:

docker stack deploy -c ./utils2devops/docker/local-proxy-prom-icinga2/swarmprom.yml

—prom

After these steps we will have

Grafana login at:
https://grafana.example.com/login
Grafana Swarm nodes at:
https://grafana.example.com/d/BPlb-Sgik/docker-swarm-nodes?refresh=30s&orgIld=1
Grafana Swarm Services at:
https://grafana.example.com/d/zr_baSRmk/docker-swarm-services?refresh=30s&orgld=1
Promotheus Stat at:

(continues on next page)
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(continued from previous page)

http://grafana.example.com/d/mGFfYSRiz/prometheus-2-0-stats?refresh=1lm&orgIld=1
Promotheus Query at::

https://prometheus.example.com/graph
Alert manager at:

https://alertmanager.example.com/#/alerts
Alert Dashboard at:

https://unsee.example.com/?g=

In promotheus try:

sum(irate (container_cpu_usage_seconds_total{image!=""}[1m])) without (cpu)
container_memory_usage_bytes{image!=""}

sum(rate (container_network_transmit_bytes_total{image!=""}[1m])) without (interface)
sum(rate (container_fs_reads_bytes_total{image!=""}[1m])) without (device)

sum(rate (container_fs_writes_bytes_total{image!=""}[1m])) without (device)

Then we finish to deploy with elk:

export ELASTICSEARCH_USER=admin

default value: admin

export ELASTICSEARCH_PASSWORD=adminadmin

default value: admin

export ELASTICSEARCH_HASHED_PASSWORD=$ (openssl passwd —aprl -salt pepper
—SELASTICSEARCH_PASSWORD)

export KIBANA_USER=admin

default value: admin

export KIBANA_PASSWORD=adminadmin

default value: admin

export KIBANA_HASHED_PASSWORD=$ (openssl passwd —aprl S$SKIBANA_PASSWORD)
docker stack deploy -c ./utils2devops/docker/local-proxy-prom-icinga2/elk.yml elk

After these steps we will have:

Elasticsearch at:
http://elasticsearch.example.com/
kibana at:
http://kibana.example.com/app/kibana#/home? g=()
and much more have a look at https://github.com/stefanprodan/swarmprom

Note: | To use elasticsearch you will have to increase the max virtual memory or you will get: | WARN: max virtual
memory areas vim.max_map_count [65530] is too low, increase to at least [262144] | It can be fixed by running on
the node: | sysctl -w vm.max_map_count=262144 in terminal (Linux/Ubuntu). | Or permanently by create a file name
60-elasticsearch.conf and place it in /etc/sysctl.d/ with the following content: | vm.max_map_count=262144

Now it’s ready to deploy your apps and test them:

’docker stack deploy my_company/my_services my_service

When you have finish to use it, Destroy it by:

’./utildeevops/bin/dockerfmachinefcluster.sh -d 5

1.8 Swarm Stack AWS

WORK IN PROGRESS Before using these make sure you had clone the repository by:

1.8. Swarm Stack AWS 15
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git submodule update —--init —--recursive

For working in the cloud I strongly recommend to you to create a key for each provider, if you don’t already have a
key for Aws, you create it by:

ssh-keygen -t rsa -b 4096 -C your@email.address
At the prompt name it with aws in the name (but it's up to you)

That example of local deployment is nearly the same to the previews one except we will ad the reverse proxy Traefik
to permit to us to have many more service even if they need the same port! | Now let’s go..

(*) All Open Sources

Services Software

GUI Control Portainer

Central Monitoring | Promotheus + Grafana
Central Logging Elastic ELK

Layer 7 Proxy Traefik

Storage AWS S3, RDS, Elasticsearch
Networking Docker Swarm Overlay
Orchestration Docker Swarm

Runtime Docker CE

Machine and OS AWS EC2

1/ Setup the configuration:

Go in the work directory:

cd terraform/swarm_basic_aws

Edit the terraform file configuration file variable.tf:

variable "aws_region" {
description = "AWS region on which we will setup the swarm cluster"
default "us-east-1" <= Here change it to Aws of your VPC

variable "vpc_id" {
description = "Vpc Id where to deploy the node of the simple swarm"
default "vpc—-4a50ae2d" <= Here change it to your Aws VPC

variable "subnet_id" {
description = "Subnet in the Vpc Id where to deploy the node of the simple swarm"
default = "subnet-09a73005" <= Here change it to your Aws subnet

variable "key_name" {
description = "Desired name of Keypair..."
default = "terraform ec2_ key" <= Here change it to your Aws key pair

2/ Create the Nodes on Aws:
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terraform init
terraform plan
terraform apply

The ec2 instances are created and added at the end of your ~/.ssh/config:

# Aws Swarm config
Host 18.207.251.225
Hostname 18.207.251.225
User ubuntu
IdentityFile ~/.ssh/terraform_key

Host 18.205.176.71
Hostname 18.205.176.71
User ubuntu
IdentityFile ~/.ssh/terraform_key

Host 18.205.66.206
Hostname 18.205.66.206
User ubuntu
IdentityFile ~/.ssh/terraform_key

Host 18.232.31.117
Hostname 18.232.31.117
User ubuntu
IdentityFile ~/.ssh/terraform_key

Host 18.232.188.237
Hostname 18.232.188.237
User ubuntu
IdentityFile ~/.ssh/terraform key

Host swarm-node-1
Hostname 18.207.251.225
User ubuntu
IdentityFile ~/.ssh/terraform_key

Host swarm-node-2
Hostname 18.205.176.71
User ubuntu
IdentityFile ~/.ssh/terraform_key

Host swarm-node-3
Hostname 18.205.66.206
User ubuntu
IdentityFile ~/.ssh/terraform_key

Host swarm-node—4
Hostname 18.232.31.117
User ubuntu
IdentityFile ~/.ssh/terraform_key

Host swarm-node-5
Hostname 18.232.188.237
User ubuntu
IdentityFile ~/.ssh/terraform_key

1.8. Swarm Stack AWS
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The ones with “Host <IP>" are Ansible need it.
The ones with “Host node-x” are you in case you want SSH to.

Edit the file swarm-inventory and remove the first line of [swarm_nodes]:

[swarm_master]
18.207.251.225 ansible_ssh_user=ubuntu

[swarm_manager]

[swarm_nodes]

18.207.251.225 ansible_ssh_user=ubuntu <= Here delete that line, it a duplicate!
18.205.176.71 ansible_ssh_user=ubuntu

18.205.66.206 ansible_ssh_user=ubuntu

18.232.31.117 ansible_ssh_user=ubuntu

18.232.188.237 ansible_ssh_user=ubuntu

It’s a bug and I’m looking how to fix it, any advice ?
TODO: fix the problem in file create_inventory.tf line 20

IMPORTANT: It’s here you can choice Which one is manager and how many, you can by example set 3 manager and
2 worker, like that:

[swarm_master]
18.207.251.225 ansible_ssh_user=ubuntu

[swarm_manager]
18.205.176.71 ansible_ssh_user=ubuntu
18.205.66.206 ansible_ssh_user=ubuntu

[swarm_nodes]
18.232.31.117 ansible_ssh_user=ubuntu
18.232.188.237 ansible_ssh_user=ubuntu

3/ Create the Docker Swarm:

ANSIBLE_HOST_KEY_CHECKING=False ansible-playbook -b —-i swarm-inventory swarm.yml

Now the swarm is deployed and ready to use on all the swarm-node-x

4/ Add node-1 in docker-machine to launch docker command in the Master from local:

docker-machine create \
——driver generic \
—-—generic-ssh-user "ubuntu" \
-—generic—-ip-address=35.170.64.155 \
-—generic-ssh-key ~/.ssh/terraform_key \
swarm-node—1

eval "$ (docker—-machine env swarm—node-1)"

5/ Deploy Traefik:
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export TRAEFIK_HOST=traefik.cloud.my

default value: traefik.cloud.my

export TRAEFIK_PUBLIC_TAG=my-traefik-public

default value: traefik-public

docker stack deploy -c ../../utils2devops/docker/cloud-simple/traefik.yml traefik

After this step we will have a proxy Dashboard at:

http://traefik.cloud.my:8080/dashboard/

7/ Deploy Ops Stacks Graphics Ul (optional):

export PORTAINER_HOST=portainer.cloud.my
default value: portainer.example.com
docker stack deploy -c ../../utils2devops/docker/cloud-simple/portainer.yml portainer

After these steps we will have:

Portainer at:
http://portainer.example.com:9000/#/init/admin
http://portainer.example.com: 9000/ #/dashboard
http://portainer.example.com: 9000/ #/containers
http://portainer.example.com/ #/swarm/visualizer

and so many other... have a look here https://www.portainer.io/overview/

8/ Deploy Ops Stacks:

export ADMIN_USER=admin

default value: admin

export ADMIN_PASSWORD=adminadmin

default value: adminadmin

export HASHED_PASSWORD=$ (openssl passwd —aprl S$SADMIN_PASSWORD)

You can check the contents with:

’echo SHASHED_PASSWORD

it will look like:

’$apr1$quS2JR3$oGGONFZsU1VdKnO3Mijh.

Create and export an environment variable DOMAIN, e.g.::

’export DOMAIN=example.com

and make sure that the following sub-domains point to your Docker Swarm cluster IPs:

grafana.example.com
alertmanager.example.com
unsee.example.com
prometheus.example.com

Note: You can also use a subdomain, like swarmprom.example.com. Just make sure that the subdomains point to (at
least one of) your cluster IPs. Or set up a wildcard subdomain (*).

Set and export an environment variable with the tag used by Traefik public to filter services (by default, it’s traefik-
public):
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Utils2DevOps Documentation, Release 0.1.5

export TRAEFIK_PUBLIC_TAG=traefik-public

If you are using Slack and want to integrate it, set the following environment variables:

export SLACK_URL=https://hooks.slack.com/services/TOKEN
default value: https://hooks.slack.com/services/TOKEN
export SLACK_CHANNEL=devops—-alerts

default value: general

export SLACK_USER=alertmanager

default value: alertmanager

Then we continue to deploy with swarmprom:

docker stack deploy -c ./utils2devops/docker/cloud/aws/swarmprom.yml prom

After these steps we will have

Grafana Swarm nodes at:
https://grafana.example.com/d/BPlb-Sgik/docker-swarm-nodes?refresh=30s&orgIld=1
Grafana Swarm Services at:
https://grafana.example.com/d/zr_baSRmk/docker-swarm-services?refresh=30s&orgIld=1
Promotheus Stat at:
http://<ip-node-1>:3000/d/mGFfYSRiz/prometheus-2-0-stats?refresh=1m&orgIld=1
Promotheus Query at::
https://prometheus.example.com/graph
Promotheus Status targets:
https://prometheus.example.com/targets
Alert manager at:
https://alertmanager.example.com/#/alerts
Alert Dashboard at:
https://unsee.example.com/?g=

Then we finish to deploy with elk:

export ELASTICSEARCH_USER=admin

default value: admin

export ELASTICSEARCH_PASSWORD=adminadmin

default value: admin

export ELASTICSEARCH_HASHED_PASSWORD=$ (openssl passwd —-aprl $ELASTICSEARCH_PASSWORD)
export KIBANA_USER=admin

default value: admin

export KIBANA_PASSWORD=adminadmin

default value: admin

export KIBANA_HASHED_PASSWORD=$ (openssl passwd —aprl S$SKIBANA_PASSWORD)
docker stack deploy -c ./utils2devops/docker/cloud/aws/elk.yml elk

After these steps we will have:

Elasticsearch at:
http://elasticsearch.example.com/
kibana at:
http://kibana.example.com/app/kibana#/home? g=()
and much more have a look at https://github.com/stefanprodan/swarmprom

Now it’s ready to deploy your apps and test them:

docker stack deploy my_company/my_services my_service
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When you have finish to use it, Destroy it by:

terraform destroy
docker-machine rm node-1

Remove all the entries added at the end of your ~/.ssh/config,
—config"::

# Aws Swarm config
Host =

all from "# Aws Swarm,

1.9 Testing

You can run the tests by

’tox

or by

’python setup.py test

or by

’pytest

1.10 Aws Tools

Create an AWS account (it’s free):

’https://aws.amazon.com/

Aws secret required, create a ~/.aws/credential file and add:

[default]

aws_access_key_id = <Your key id>
aws_secret_access_key = <Your secret access key id>
[terraform]

aws_access_key_id = <Your key id>
aws_secret_access_key = <Your secret access key id>

Aws Env required, create a ~/.aws/config file and add:

[default]

output = json

region = <the region name>
[terraform]

output = json

region = <the region name>

1.9. Testing
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1.11 WARNING: Deprecated in version 0.2.0, now provided by AWS
directly :)

https://docs.aws.amazon.com/cli/latest/index.html

EXEMPLE:
PYTHONPATH=. python utils2devops/aws/internet_gateway.py
resource "aws_internet_gateway" "igw-8bcOadef" {

vpc_id = "vpc-4ab0ae2d"

tags {

}

aws apigateway get-rest-—apis
{
"items": [
{
"id": "823ja68abi",
"name": "serverlessrepo-api-gatewa-apigatewayauthorizerpyth-XL8UW8JQXOBJ—
<API",
"description": "Created by AWS Lambda",
"createdDate": "2019-06-06T09:38:20+00:00",
"apiKeySource": "HEADER",
"endpointConfiguration”: {
"types": [
"REGIONAL"

1.11.1 List Api Gateway

To list all the api gateway for the region:

PYTHONPATH=. python utils2devops/aws/api_gateway_v2.py

1.11.2 List Aws lambda

To list all the Aws lambda for the region:

PYTHONPATH=. python utils2devops/aws/aws_lambda.py

1.11.3 List internet gateway

To list all the internet gateway for the region:

PYTHONPATH=. python utils2devops/aws/internet_gateway.py

resource "aws_internet_gateway" "igw-9935f0" {

(continues on next page)
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(continued from previous page)

vpc_id = "vpc-9e987"
tags {
}

1.11.4 List lambda ssm

To list all the lambda ssm for the region:

PYTHONPATH=. python utils2devops/aws/lambda_ssm.py

1.11.5 List network acl

To list all the network acl for the region:

$ PYTHONPATH=. python utils2devops/aws/network_acl.py
resource "aws_network_acl" "acl-c31fcdad" {
vpc_id = "vpc-4a50ae2d"

subnet_ids = ["subnet-35dfb76d", "subnet-09a73005", "subnet-bdedb380", "subnet-

—a35833co", "subnet-e392f0c9", "subnet-ad0eb52db", ]
ingress {

rule_no = "100"
action = "allow"
cidr_block = "0.0.0.0/0"
ipv6_cidr_block = ""
protocol = "-1"
from_port 0
to_port = 0
icmp_code = 0
icmp_type = 0

}

egress {

rule_no = "100"
action = "allow"
cidr_block = "0.0.0.0/0"
ipv6_cidr_block = ""
protocol = "-1"
from_port = 0
to_port = 0
icmp_code = 0
icmp_type = 0

}

tags {

}

// BY AWS CLI directly
$ aws ec2 describe-network-acls

{
"NetworkAcls": [

{

"Associations": [

{

(continues on next page)

1.11. WARNING: Deprecated in version 0.2.0, now provided by AWS directly :)
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(continued from previous page)

"NetworkAclAssociationId":

"NetworkAclAssociationId":

"NetworkAclAssociationId":

] 14
"Entries": [
{
"CidrBlock": "0.0.0.0/0",
"Egress": true,
"PortRange": {
"From": 80,

"To": 80
}I
"Protocol": "o6",
"RuleAction": "allow",

"RuleNumber": 100

"CidrBlock": "0.0.0.0/0",

"Egress": true,
"Protocol": "-1",
"RuleAction": "deny",

"RuleNumber": 32767

"CidrBlock": "0.0.0.0/0",
"Egress": false,
"PortRange": {

"From": 443,

"To": 443
}I
"Protocol": "o6",
"RuleAction": "allow",

"RuleNumber": 100

"CidrBlock": "0.0.0.0/0",

"Egress": false,
"Protocol": "-1",
"RuleAction": "deny",

"RuleNumber": 32767

1,
"IsDefault": true,
"NetworkAclId": "acl-f1780b98™",
llTagsll: [

{

"aclassoc—-8149f6e9",
"NetworkAclId": "acl-f£f1780b98",
"SubnetId": "subnet-a308c3ee"

"aclassoc—-8f49fece7",
"NetworkAclId": "acl-£f1780b98",
"SubnetId": "subnet-83a3dfea"

"aclassoc—-8049f6e8",
"NetworkAclId": "acl-f1780b98",
"SubnetId": "subnet-345ce64f"

(continues on next page)
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(continued from previous page)

"Key" . lVName",
"Value": "network-acl-name"

1,
"VpcId":
"OwnerId":

"vpc-9e98f6fT7",
"397270606208"

1.11.6 List route table

To list all the route table for the region:

PYTHONPATH=. python utils2devops/aws/route_table

resource "aws_route_table" "" {
vpc_id = "vpc-4a50ae2d”
route {

"rtb-6298e405"
"172.31.0.0/16"

route_table_id
destination_cidr_block

gateway_id = "local"

route {
route_table_id "rtb-6298e405"
destination_cidr_block = "0.0.0.0/0"
"igw—-8bcOadef"

gateway_id

-PY

1.11.7 List s3 bucket

To list all the s3 bucket for the region:

PYTHONPATH=.

python utils2devops/aws/s3_bucket.py

1.11.8 List secret

To list all the secret for the region:

PYTHONPATH=. python utils2devops/aws/secretmanager.py

1.11.9 List security group

To list all the security group for the region:

PYTHONPATH=. python utils2devops/aws/security_group.py

1.11. WARNING: Deprecated in version 0.2.0, now provided by AWS directly :)
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1.11.10 List ssm

To list all the ssm for the region:

PYTHONPATH=. python utils2devops/aws/ssm.py

1.11.11 List subnet

To list all the subnet for the region:

PYTHONPATH=. python utils2devops/aws/subnet.py

1.11.12 List vpc

To list all the vpc for the region:

’ PYTHONPATH=. python utils2devops/aws/vpc.py

1.12 To use Ixd _module

require:

sudo apt-get install python-pylxd lxd

delete object except container:

sudo python3 utils2devops/lxd_lxc/lxc_delete.py

usage: 1lxc_delete.py [-h] [-v] [-e ENDPOINT] [-c CERT] [-sure SURE]
[-deleteAllImages] [-deleteAllNetworks]
[-deleteAllProfiles] [-deleteAllStorages]

optional arguments:

-h, —-help show this help message and exit

-v, —-version show program's version number and exit
—deleteAllImages DELETE all lxc image
—deleteAllNetworks DELETE all lxc network
—~deleteAllProfiles DELETE all lxc profile
—deleteAllStorages DELETE all lxc storage

—e ENDPOINT, --endpoint ENDPOINT
the endpoint if not local

-c CERT, —-cert CERT tuple of (cert, key) like ('/path/to/client.crt',
'/path/to/client.key")

—-sure SURE Required for all deleteAllx with value YES_I_AM_SURE

container management:

sudo python3 utils2devops/lxd_lxc/lxc_container.py

usage: lxc_container.py [-h] [-v] [-e ENDPOINT] [-c CERT] [-sure SURE]
(-statusAll | —-deleteAll | -startAll | -stopAll)

(continues on next page)
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(continued from previous page)

[-controller_uuid CONTROLLER_UUID]

[-model_uuid MODEL_UUID]
lxc_container.py: error: one of the arguments -statusAll -deleteAll -startAll -
—~stopAll is required

TODO the documentation of existing functionnalities TODO implementation WORK IN PROGESS

1.13 Releases Notes

* 0.1.4: add deploy local stack swarm with Traefik
* 0.1.3: add deploy local stack swarm add sub module docker-elk and swarmprom
* 0.1.2: refactor tests

¢ 0.1.1: add single_sourcing_package_version add documentation (first draft)

0.1.0: Initial publication version

1.14 To use terraform_import and aws

require:

sudo pip3 install --upgrade awscli
export PATH=/home/ec2-user/.local/bin:$PATH

Create an AWS account (it’s free):

’https://aws.amazon.com/

Install Terraform:

’https://learn.hashicorp.com/terraform/gettingfstarted/install.html

1.15 To test it

create a main.tf and add this inside:

provider "aws" {
region = "us-east-2"

}

resource "aws_lambda_function" "lambda" {
# (resource arguments)

resource "aws_s3 bucket" "bucket" {
# (resource arguments)

log on your AWS account, and create:
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— an s3 bucket named my-bucket-test-1

- a lambda function my-lambda-test-1

then import them by:

terraform import aws_lambda function.lambda my-lambda-test-1

terraform import aws_s3_bucket.bucket my-bucket-test-1

terraform import aws_network acl.main acl-f1780b98

terraform import aws_lambda layer version.test_layer arn:aws:lambda:us-east-
—2:397270606208:layer:aws_lambda_read_s3:1

Then a terraform.tfstate will be generated or updated with your config. TODO the documentation of existing function-

nalities

Generate a Key pair for terraform user:

cd ~/.ssh
ssh-keyge
Generatin
Enter pas
Enter sam
Your iden
Your publ
The key £

n —f terraform_ key

g public/private rsa key pair.

sphrase (empty for no passphrase):

e passphrase again:

tification has been saved in terraform_ key.
ic key has been saved in terraform_key.pub.
ingerprint is:

SHA256:35X5+SVVbyUiaslXmpgFNJ18WrP /NMTzWMnsK5AwxMvI alain@Beowolf007

The key's
+-——[RSA

+-———[SHA

randomart image is:
2048] ————+
o=0 +|
*0.+0|
+ooB.=.. |
+@+* . |
Eoo++ . .
O * 00%*. |

256]————— +

‘We now have 2 more files:

terraform_key
terraform_key.pub

Creating the terraform file to import it:

See Create your local cluster of docker-machine for setting your profile

provider “aws” { profile = “terraform” region = “eu-west-1"

}

resou

rce “aws_instance” ‘“ubuntu_zesty” { ami = ‘“ami-6b7f610f”

key_name = “terraform_ec2_key”

instance_type = “t2.micro”

28

Chapter 1. Contents




Utils2DevOps Documentation, Release 0.1.5

resource “aws_key_pair” “terraform_ec2_key” { key_name = “terraform_ec2_key” public_key =
“${file(“terraform_key.pub”)}”

// TODO: check public_key = “ssh-rsa AZEB...jkasASDhaSjdh me @here” }

1.16 Indices and tables

* genindex
* modindex

e search
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CHAPTER 2

Infrastructure As Code

Utils2devops is a package that contain python 3 functions and class that can be helpful in the all working day. Any
help for develop, test, validate, documentation are welcome!

With utils2devops you will learn if you don’t already know:

How to create a Docker swarm locally and deploy it automatically
How to populate a Docker swarm locally and deploy it automatically
How to add an existing AWS Ec2 instance in Docker-machine

TAKE CARE THIS LIBRARY AND THE TOOLS will do what ever you ask to do, even for destroy image, network,
container, ...

One of my main principles is not to reinvent the wheel, and if someone has already created a function, a class and
sharing it, and if I like its implementation, I will use this function / class and say a big thank you to this person in all
respect of the Copyright and the Licence. This library is in development and the folder structure will change certainly

We already use :

* AWS Tools

e AWS Cloud Ami, Security group, Ec2

* Docker

* Ansible

¢ Traefik

* Portainer

e Terraform

e Swarmprom

e Elk

¢ Icinga2 + plugin logs WORK IN PROGRESS
We will add :
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AWS Cloud S3, RDS, Cloudwatch, ...
GPC tools

GPC Cloud

OpenFaaS

Consul

Etcd

Kubernetes

‘We will remove :

* The use of docker-machine everywhere we use it in version 0.2.0

To develop or improve this library you can run it with the env DEBUG_OR_IMPROVE

Something disturb you in the code? Don’t hesitate to open a an issue and contribute.

Online documentation is here on Readthedoc Online source code available on Github
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